MORABIT

Mobile Resource Adaptive Built-In Test

VUON
E

Title: MORABIT Deliverable M3
Editors: Colin Atkinson, Daniel Brenner
Contributors: Matthias Merdes, Barbara Paech, Rainer Malaka, Lars

Borner, Dima Suliman
Document Version: 1.0
Date: 30 November 2006
Status: Deliverable

Project Partners:

Heidelberg University

b i
EML Research gGmbH Wt ﬂ: M H..

NI UNIVERSITAT
annheim University MANNHEIM

Sponsor:

LANDVESSTIFTUNG

Baden-Wiirttemberg



MORABIT

Mobile Resource Adaptive Built-In Test

Copyright MORABIT

Prof. Dr. Barbara Paech

Institut fiir Informatik

Neuenheimer Feld 348

69120 Heidelberg
paech@informatik.uni-heidelberg.de

Dr. Rainer Malaka

EML Research gGmbH

Villa Bosch
Schloss-Wolfsbrunnenweg 33
69118 Heidelberg

Prof. Dr. Colin Atkinson

University of Mannheim

Chair of Software Technology

A 5, 6, Gebdudeteil B, Seminargebdude
68161 Mannheim




MORABIT £

Mobile Resource Adaptive Built-In Test

Abstract

This document describes the MORABIT method for developing components and component-
based systems using the features of the MORABIT infrastructure. As such it encompasses
milestones M2 and M3 of the MORABIT project plan. The goal of the method is to provide
guidelines and heuristics on how to develop and use components in the context of MORABIT,
and how best to use the services offered by the MORABIT infrastructure. Since component-
based software engineering inherently separates the role of component development from the
role of component deployment or use, the method is accordingly organized into two main
parts — one for component developers and the other for component users. The description of
these two parts is preceded by an introduction to the basic component model assumed in
MORABIT, a definition of the different phases of a component/systems lifecycle and a
discussion of the different roles involved in MORABIT-based software engineering.



MORABIT £

Mobile Resource Adaptive Built-In Test

Table of Contents

AADSITACT ...ttt ettt e et e et e e et e e e be e e e bt e e e abeeeeabeeeeabeeeeabee e tbeeeaaaeeaaeeeabeeeanreeennns 3
TabIE Of CONLENLS ...ttt ettt ettt et ettt e sbe e bt eateseeenbesseenneas 4
PART 12 OVEIVIEW ...eeiitiiieiieeciiee ettt e ettt ette e et e e e teeesateeesabeeesaseeessseeessseeessseessseessseesnsseesnseeennns 6
I TEOAUCTION ..ttt ettt et sbe e s 6
2 Component MOGEL......cc.ooiuiiiiiiiiiiienieeee ettt sttt 6
2.1 Contract-DIiven DESIZN .......c.ccccuieiiiiiieiieeiieiie ettt ettt sereereesaee e nnees 7

3 Life-Cycle PRases......coeoiiiiiiiiiiiiciec ettt 9
4 Configuration INTEITACE ........covviiiiiiiieeieeiece ettt eeees 10
S ROICS et e et e e et e e e e e bae e abeeenareeearaeennes 11
0 CASE STUAY ...vieiiieiieciie ettt ettt ettt et e et ebe e e tb e e bt e etb e e beeesbeeteeeabeensaeesaeenseens 12
PART 2: Component Developer Method............oooovieeiiiieiiieiee e 14
I INErOAUCTION cuiitiieeee ettt et b ettt sbeesbe et e st enneas 14
2 Component SPECTTICATION .....ccvieieiieeeiieeeieeesiee et e erteeeereeetaeeereeesbeeessbeeessseeensseesnsseenas 15
2.1 Structural SPECIfICAtION .........eevuiiiiieiiieiieie et 15
2.2 Functional SpecifiCation..........cccuiieiuiieeiiieeiieeeceeeeiteeeieeeetee e e sveeesveeeseaeeesnreeenns 17
2.3 Behavioural SpecifiCation ...........ccoecuieriiiiiieiiiiiieieee e 17
2.4 Testable Interface Definition.........c.coouiiiiiiiiiiiiiiie e 18
2.5  Usage Profile Definition.........cceeruiiriieiiieiieeiieeie ettt 21
2.6 Extra-Functional Requirements Definition ...........ccccecveeeciieniiieciieccie e 22
2.7 Functional Test Case DEeSIZN......ccccerieriieriieeiieiieeieeiee et eeiee ettt ieesbeeseeeeeneas 23

3 Architectural DESIZN ....cccuviiiiiieiiieciee ettt et 24
3.1 Structural DESIZN ... .eeiiieeiieiiieiie ettt ettt st nes 24
3.2 INtETaction DIESIZN ....eeiviieeiiieeiiee ettt e e e e snaeeensneeennes 25
3.3 ACHVIEY DESIZI .oiiiiiiiiiiieiiecit ettt ettt et sttt et eeate et e naeenee s 25
34 Structural Test Case DESIZN ......ccccuiieiiiiieiiieeeiie ettt e e sre e e e e eaee e 26

4 Test and Countermeasure DESIZN.........c.eerieeiiierireiiienieeiee ettt seeesaee e e 27
4.1 Risk and Cost ANALYSIS ....cccuviiiiiieeiiieeiie ettt svee e esree e sseeenes 27
4.1.1 SEIVET ANALYSES...cciuiiiiieeiiieiie ettt et ettt et eneas 27
4.1.2 Sl ANALYSIS ..uvviieiiieeiiie ettt et st e et e et e e e aeeetaeeenaeeenes 28
4.1.3 RANKING ..ottt ettt et 29

4.2 Contract Test Case Definition ..........cccooiiiiiiiiiiiiiiiieeeee e 29
4.2.1 Quantitative Contract Test Case Definition ..........cccceeveeeiienieniieniieeieeieeee, 29
422 Qualitative Contract Test Case Definition ............ccccveeeeeiiieeeeciiiecceciee e, 31

4.3 Countermeasure DESIZN .......c.eevuiiiiieriieeiieiieeieee ettt 36
43.1 Predefined Countermeasures.........oueeueerieeniieriieiie ettt 36
4.3.2 Custom COUNLEIMEASULES.......ceveerureeieeniieeieeeiteeiee st eteesieeereesiresreesareeneenaees 37

4.4 Test Strate€@y DESIZN ....vvieeeiiieiiieeieeee ettt e e e e e e eea e e e eaeeesseeenens 38
4.4.1 SEIf VETSUS SETVET .....eiutiiiiiiiiiiiiiecitee ettt st 38
4.4.2 Test Timing Determination ...........c.eeecveeeiieeriieeeiieesieeesieeesreeesreeeseveeeseneeenns 38

4.5 TSt SPECTIICALION .....eieiiieeiieeiie ettt ettt ettt et et e e eaeeseaeeebeensea e 40

5 Detailed Design and Implementation.............coccuieeeiieeiiieeiieesiieeeee e evee e 41
5.1 ATChItecture REVISION. ....cc.uiiiiiiiiiiiiiieeiesteeee e 41
5.2 Implementation MoOdelling.........ccocueiiiiiieiiiieiieee e e e 41
53 IMPIEMENTALION.....cctiiiiieiiecii ettt ettt siae e bt eseaeenseeeaseenne 41

6 Development-Time TeStING.......ccveiriuiiieiieeiiie et e e eree e e e seaeeeeeaee e 42
T PACKAZING ....eeeveiieiieie ettt ettt ettt e b et e e be e abeenbeennaeenneens 43
PART 3: Component User MethOod..........cccuiiiiiiiiiiieiic et 44



MORABIT £

Mobile Resource Adaptive Built-In Test

I IEOAUCTION ..ttt ettt ettt et e et sbe e et e e naeeeaeas
2 Component DeplOymMENt ..........ccccuieiiiiiiiieiieeiieie ettt s nes

2.1 Component Instantiation and Configuration............ccccceeeeeieeerieeencieeeeiee e

2.2 Test Request CUStOMIZATION . .....ccuieruieriieiieeieeiie et eieeeteeteesereeeeesabeeaeeseseenseesneeas
3 Deployment-Time TESHING ......ccceeveeeiiieiiiieeiieeeieeeeeeete e st e e steeesaeeesaeeessaeeessseeessseeenns
4 SySteM EX@CULION ....cuiiiiiiiiiieiie ettt ettt ettt et sat e et e et e e sseesabe e saeenseenens
RETEIEIICES ...ttt ettt ettt ettt e et e bt e e nbeeeaeas



VUON
E

MORABIT

Mobile Resource Adaptive Built-In Test

PART 1: Overview

1 Introduction

Component-based development is founded on the notion that new software applications are
assembled from general purpose components often built by third party development
organizations. It therefore assumes a fundamental separation of concerns between component
developers, who create general purpose components with no knowledge of specific
applications to which they may be put, and component users, who take existing, prefabricated
components and assemble them into new applications. The context in which a component is
executed is therefore, by definition, first determined at deployment-time and in general may
change at any time thereafter.

The goal of the MORABIT method and associated infrastructure is to support the post-
development, in-situ verification and validation of components and component-based
systems. In other words, MORABIT focuses on the validation and measurement of the
behaviour of components once they have been deployed in a specific system. We assume that
components have been subjected to the usual development-time verification activities such as
inspection and testing whilst being created, and thus we expect them to exhibit the level of
quality which is typical in industry today.

2 Component Model

There is no single, universally agreed definition of the notion of “software component”, but
according to Wikipedia, “a component is an object written to a specification”. This is a
necessary condition, but does not capture the “intent” usually associated with components.
Clemens Szyperski and David Messerschmitt [1] give the following five criteria for what a
software component should be able to fulfil:

Multiple-use

Non-context-specific

Composable with other components

Encapsulated i.e., non-investigable except through its interfaces
A unit of independent deployment and versioning

This characterization of software components is independent of any specific programming
paradigm or language. However, in line with general development practices today,
components are almost universally viewed as interacting via a message-based mechanism
based on the invocation of procedures. The interaction may be synchronous, requiring the
invoker to wait until the procedure has completed execution and has returned its result, or
asynchronous, in which the invoker is free to proceed after invoking the message. The former
represents the semantics of the classical “remote procedure call” and the latter asynchronous
semantics.

Irrespective of the precise semantic of interaction, the consequence is that the functional
interface between a component and its users is characterized by the set of procedures or so-
called operations that it implements. Collectively, the set of operations which a component
makes available (or exports), is known as the provided interface of the component, and
characterizes the service that the component offers. Accordingly, in a particular interaction

6
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(operation invocation) the invoking component is often referred to as the client (since it is
using the offered service) and the invoked component is referred to as the server (since it is
offering the service). Strictly speaking the roles of client and server apply to an individual
operation, but it is often the case that a given component always plays the same role in its
interaction with another component (i.e. client or server). It is then common to refer to the
component as being “the client” or “the server” in that particular interaction. It is also
common for a component to play the same role in its interaction with all other components. In
this case it can be referred to as “a client” or “a server”.

However, many components play both roles. It is common for a component to be a server in
its interaction with some components and a client in its interaction with others. In other
words, in order to implement its own services a component will need to draw upon the
services of other components. In general, therefore, a component has one or more provided
interfaces that describe the services that it offers and one or more required interfaces that
describe the services that it needs for other services.

2.1 Contract-Driven Design

The notion of components interacting via identifiable interfaces leads to a fundamental
principle of component-based development known as contract-driven design [2]. This
principle holds that the interfaces between components, representing the services that they use
or provide, should be documented in terms of the rights and obligations of each party
involved. Like parties in a legal contract, the idea is that each component involved in an
interaction should know what it may expect and what it must provide in a successfully
completed interaction. By the same token, the contract defines the criteria by which an
interaction can be judged as having succeeded or failed.

As with other development abstractions, an important distinction in component-based
development is the distinction between component types and component instances.
Component types are classifiers in the UML sense. In other words, component types are
templates that can be instantiated to create component instances with specified properties.
Where there is ambiguity, the full terms “component type” or “component instance” are used
to distinguish component types from component instances. If the term component is used
without qualification, “component instance” is meant.

The development phase is mainly concerned with component types. Indeed, the goal of a
component development project is to develop a component type which can be published and
sold to potential users. However, component development is not exclusively concerned with
component types. The required interfaces of the component type and the design of the internal
architecture of the component type are usually expressed in terms of component instances (i.e.
instances of other component types). This is illustrated in Figure 1 below using UML
notation.
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Figure 1 Provided versus Required Interfaces

This figure shows a component type, A, which has two provided interfaces S1 and S2. A
realizes these services in terms of various component instance abstractions. The ports P1, P2,
and P3 represent component instances which implement the interfaces B, C, and D. Ports P1
and P2 are local identifiers for component instances which both implement the interface B,
while P3 is a local identifier for a component instance which implements the interfaces C and
D. The figure also shows that the internal architecture of the component type A is described in
terms of component instance abstractions. Thus, the service offered at interface S1 is realized
by the component instance x1 of component type X, and the services offered at instance S2
are realized by the component instance y1 of component type Y.

The notions of “interface” and “service” are type level abstractions which are associated with
component types, while ports are instance abstractions which provide local representations of
external component instances. A given instance of a component type is “plugged” to
appropriate instances of other component types at deployment-time. “Interface” and “service”
are effectively interchangeable terms, and can also be used in a collective or individual sense.
Thus, it is common to refer to “the” provided interface of component types such as A,
meaning the collective provided interface of S1 and S2.

Contracts are associated with interfaces / services and thus are defined at the type level.
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3 Life-Cycle Phases

In traditional development approaches two basic testing notions are used to check the quality
of systems assembled from separate modules - the notions of “integration testing'” and
“acceptance testing”. “Integration testing” is a verification technique that focuses on the
testing of successively larger groupings of modules, leading up to the system as a whole, in
the context of the development environment. According to the terminology of Boehm [3],
integration testing aims to verify that “we are building the system right” according to some
well defined description of what the system should do. “Acceptance testing”, in contrast,
focuses on validation and essentially involves the testing of a deployed instance of the system
in the target execution environment before it is put into service. In Boehm’s terminology
acceptance testing aims to validate that “we are building the right system” based on the
expectations of the customer or users.

When systems are assembled from components at deployment-time and may have their
configurations changed dynamically, these notions of testing are no longer adequate. In
particular, integration testing no longer makes sense in its traditional form because the precise
composition of a system is not known at development-time when integration testing is
traditionally performed. The notion of testing “the system” as an integrated whole at
development-time no longer applies in the traditional sense therefore. Testing at development-
time is still important, but its role is to test the code that implements a component type’s
provided interface in terms of representative implementations of its required interfaces. A
“representative implementation” of a required component can either be a full working version
of the component or a stub which mimics the component for a few chosen test cases. Since
these tests are performed at development-time and are exclusively focused on verification
against a specification, we simply use the term development-time testing for this activity.

In the context of component-based development neither the notion of integration testing nor
the notion of acceptance testing is fully appropriate in its traditional form. The former is not
appropriate because integration testing can no longer be fully performed at development-time
as has hitherto been the case. The latter is not appropriate because the testing that is
performed at deployment-time should no longer focus just on validation as has traditionally
been the case. Instead, the testing activities that are performed at deployment-time also need
to include tests to verify the assembly of components against the system’s specification. It
therefore makes sense to combine the notions of integration and acceptance testing into a
single activity known as deployment-time testing. Such a deployment-time, component
testing activity serves the dual roles of validation and verification of the assembled system in
its run-time environment.

For systems whose structure remains constant after initial deployment there is clearly no need
to revalidate the system once it has been placed in service because any test cases that have
already been executed will not be able to uncover new problems. However, many component-
based systems do not have a constant structure. On the contrary, an important benefit of
component-based development is that it allows the structure of a system to be changed while
it is in service. If a change is made, then clearly tests performed at deployment-time may no
longer be valid.

' For the purpose of this discussion we regard “system testing” as a special case of integration testing — the
special case in which all the components have been combined and the final system has been assembled.
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The notions of development-time and deployment-time testing are therefore not sufficient to
cover the full spectrum of testing scenarios in dynamically reconfigurable component-based
systems. We need to add the notion of service-time testing as well. Service-time tests are
carried out once a system has entered service and is delivering value to users (i.e. is being
used to fulfil its purpose). Deployment-time and service-time testing both take place at “run-
time” in the sense that they are applied to a “running” system in its final execution
environment.

deployment-time service-time

¥y
v

development-time run-time

Figure 2 Life-cycle phases

The relationship and role of these different phases in the life-cycle of a component-based
system are summarized in Figure 2. At the highest level of abstraction, two different phases
exist, the development phase, in which the system is developed and tested using
representative servers in the development environment, and the run-time phase in which an
instance of the system is connected to actual servers and is running in its final execution
environment. The run-time phase is divided into two subphases — the deployment phase and
the service phase. In the deployment phase, the system is set up in its initial configuration and
starts to run in its execution environment, but it is not yet delivering service to users. This is
important because it allows testing activities to be performed under controlled conditions with
known assumptions. In the service phase the system has been put into service and is
delivering value to users. During service-time the assumptions that held during deployment-
time may no longer be valid.

4  Configuration Interface

The configuration interface of a component defines properties of a component that are set,
once and for all, when a component instance is created from a component type and deployed
in a new system. Configuration properties can be “set” in a number of ways. The simplest
way is that they are normal attributes which are initialized by a normal operation call
immediately after the component instance is created. What sets them apart from normal
properties is that they should not be changed again after initialization. However, configuration
properties can be set by actually customizing the code that is loaded into memory in order to
execute the component instance. Thus, if a particular capability is not wanted in a particular
installation of an application, the corresponding operations and/or classes responsible for
delivering the capability may be completely removed from the loaded software.

Configuration properties can be things like:
e Security level (e.g. logon required)

e Robustness level (e.g. second mail server for backup)
o ...

10
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5 Roles

As with virtually all software methodologies, the MORABIT method foresees several
different roles for human beings. Some of these are the typical roles that one finds in
component-based development processes, others are more specific to the needs of run-time
testing. The specific roles identified in the method are:

e Component Developer: the software engineer responsible for describing and
developing the component including its specification, design, and implementation.
Although the component developer is not responsible for developing and specifying
run-time tests, s/he is also responsible for integrating any component-driven reaction
to test results into the design and implementation of the component. Therefore he has
to work closely with the run-time test designer.

e Development-Time Tester: the software engineer responsible for the testing activities
applied to the component type at development-time in the development environment.
This is similar to the traditional testing role in classic software engineering, and
involves the definition and execution of typical defect and verification-oriented test
cases. The basic goal of development-time tests is to check that the component type
fulfils its provided interface. They are therefore performed before the component type
is made available on the market. The only significant difference is that an instance of
the component type can only be tested in association with “representative” or stub
server components, since the actual servers in a deployed instance of the system are
not yet known. The development-time tester is also responsible for executing and
dealing with tests at development-time.

e Run-time Test Designer: the software engineer responsible for designing and/or
selecting the run-time test cases that will be shipped with the component and for
defining the run-time tests that an instance of the component type will request from
the MORABIT infrastructure in a specific run-time application. The run-time test
designer has to work closely with the development-time tester to determine which of
the development-time test cases are suitable run-time test cases, and how they need to
be modified for this purposes (if at all). He also has to work closely with the
component developer to define the test requests.

e System Deployer: the software engineer responsible for deploying a set of component
types to create the new system for a specific application. As well as instantiating and
integrating a set of component instances from the set of component types, the system
deployer will usually also use the test infrastructure to perform a series of run-time
tests to verify and validate the system.

e Test Administrator: configures the infrastructure at deployment time and runs tests
provided with the components to check the quality of the system. The test
administrator is responsible for deciding whether the system can be put into service
based on the results of the deployment time testing activities. He/she is also
responsible for responding to the results of any service-time test whenever manual
intervention is required.

e System User: An ordinary user of the services offered by a system deployed in a
MORABIT enabled software environment.

11



MORABIT £

Mobile Resource Adaptive Built-In Test

e Device Administrator: A “senior” system user who allows or prohibits test activities
on the user’s device

As is often the case in practical software development projects, several of these roles may
actually be performed by the same person. In fact, in an extreme case they can all be
performed by the same person. Roles that are good candidates for being performed by the
same human individual are the development-time tester and the run-time test designer roles,
since the run-time test designer has to become familiar with the development tests in any case,
and the system deployer and service-time test administrator, since these are all concerned with
the run-time execution of a set of component instances in a particular deployed scenario.

6 Case Study

The case study we use to illustrate the approach is an Auction House System whose job is to
enable auction participants to interact electronically using mobile devices. Unlike fully
electronic auction applications like e-bay, the users of this system need to be actually present
at a physical auction. The system supports the auctioneer by allowing users to offer and bid
for items and conduct payment transactions electronically.

The overall architecture of the Auction House System is illustrated schematically in Figure 3.
Each of the nodes in this figure is a component that can (but need not) be executing on an
independent device. Each of the edges represents a remote interaction. The central component
in the system is the Auction House. This is the central server which mediates requests from
Auction Participants - the clients - usually hosted on mobile devices such as notebooks or
PDAs. The other components in the system assist the Auction House in delivering its services.
The multi-object icons (e.g. Auction Participant, Bank, Mail Server) indicate that multiple
instances of the identified component type can interact with (i.e. be connected to) an instance
of the Auctions House component type during its lifetime. Thus, there can be multiple,
concurrent users of an instance of the Auction House. The Activity Logger is responsible for
storing a log of all the main activities in an auction, such as auction initiation, the offering of
items, the placing of bids, the completion of auctions etc. Auction Manager and Participant
Manager are responsible for storing the important data involved in an auction. Instances of the
Mail Server component types are responsible for dispatching mails and instances of the Bank
take care of handling payments.

Figure 3 depicts a sketch of a typical configuration of the system. The actual configuration of
the system is highly dynamic and changes as new participants join and leave an auction. The
Bank and Mail Server component instances may also change if compatibility or reliability
problems are detected.

12
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Server Bank Converter

Figure 3 Auction House System architecture

Since it plays the central coordinating role in the architecture, the Auction House has a major
role on the dependability of the system — that is, the ability of the system to fulfil a users
expectation at any time. In fact, from the point of view of auction participants an instance of
the Auction House (AH) is the system and the other component instances are hidden.
Determining the reliability of the AH is a non-trivial tasks because it is itself also assembled
from components at deployment-time and many of these depend on the external components
to which an AH is connected at any particular point in time. Establishing whether an AH is
capable of fulfilling its contract is therefore a challenging task which would take a great deal
of time and effort if performed in the traditional way.

13
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PART 2: Component Developer Method

1 Introduction

The goal of the overall MORABIT method is to make run-time testing an integral part of
mainstream component-based software engineering methods. To this end it enhances a full
life-cycle development method with guidelines for supporting and using the capabilities
offered by the MORABIT run-time testing infrastructure. The general aim is to minimize the
impact of run-time testing on the normal application development process by separating
concerns for testing and functionality to the greatest extent possible. This is reflected in the
separation between the roles of the component developer and the run-time test developer.
Further aims are to induce as little effort as possible on the different roles.

As mentioned in the introduction, the overall MORABIT method is split into two basic parts —
the Component Developer Method dealing with the construction of component types and the
Component User Method dealing with the deployment and use of component instances within
a specific application. This Component Developer Method is composed of six main steps
indicated below. In the following sections these are presented in the general order in which
they should be performed. However, this is not intended to imply that they must be performed
in a strict linear sequence. On the contrary, we expect these to be applied within the context of
iterative and incremental development cycles.

1 Component Specification

1.1 Structural Specification
1.2 Functional Specification
1.3 Behavioural Specification

1.4 Testable Interface Design

1.5 Usage Profile Definition

1.6 Extra-Functional Requirements Definition
1.7 Function Test Case Design

2 Architectural Design

2.1 Structural Design

2.2 Interaction Design

2.3 Activity Design

24 Structural Test Case Design

3 Test and Countermeasure Design
3.1 Risk and Cost Analysis

3.2 Contract Test Case Definition

33 Countermeasure Design

34 Test Strategy Design

3.5 Test Specification

4 Detailed Design and Implementation
4.1 Architecture Revision

4.2 Implementation Modelling

4.3 Implementation
5 Development-Time Testing
6 Packaging

14
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2 Component Specification

In this phase a high-level specification of the service to be realized by the component type
under development is created’. The purpose of this specification is to describe the basic
functionality offered by the component type (the provided service) and the basic functionality
that it needs from other components (the required services®). This also includes any additional
operation that the component type needs to offer to support run-time testing. It also describes
the non-functional properties that the component type offers and requires. Since a component
type’s specification defines everything that is visible about its instances at run-time, it
effectively defines the contract between instances of the component and its run-time clients
and servers.

The MORABIT method does not prescribe how the service specification is represented — it
only specifies what information it should provide. A service specification will usually be
captured in a platform independent language such as the UML, but any suitable language is
acceptable. In the remainder of this document we use the UML applied according to the
principles of the KobrA method [4], since this is a good match to our needs.

A KobrA service specification involves the creation of three distinct views of a service: the
structural view which describes all structural information that a user of the service needs to be
aware of, the functional view which describes the effects of the operations exported by the
service in terms of pre- and post-conditions, and the behavioural view which describes the
allowable sequences of operation invocations in terms of externally visible states and state
transitions.

2.1 Structural Specification

The structural view describes the information that potential clients of the component need to
be aware of when interacting with the component. Primarily, this is the types of the
parameters and return values of the component’s operations, but it can also include other
information such as the component’s position in a taxonomy.

In KobrA, the structural view of a component is represented as a class diagram, with possibly
an additional object diagram. The structural class diagram for the specification of the Auction
House component is illustrated in Figure 4.

2 When we use the term “component” unqualified we mean “component type”

* In general a component can support multiple services, but for simplicity we regard these as a single composite
service. Thus, without loss of generality we regard components as having just one provided service. The same
also holds for the required interfaces. Without loss of generality we regard components as having just one
required interface.

15
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<<component>>
ActivityLogger

logBid()
logLogin()
logRegistration()

<<acquires>>

<<component>> <<subject>> <<component>>
Bank AuctionHouse AuctionManager
<<acquires>> . . <<acquires>>
addAccount() ;c’:)\(/;uA;(i:;::s joinAuction()
getBalance() leaveAuction()
transferMoney() register() bid()
convertCurrency() login()
logout()
joinAuction()
leaveAuction()
<<component>> bid() <<‘c9mponent>>
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Figure 4 Auction House Specification Class Diagram

This diagram shows the AuctionHouse component type, represented as the class with
stereotype <<subject>>, together with the required interface types, represented as the classes
with stereotype <<component>>. The AuctionHouse class lists the operations provided by the
auction component type. This includes a configuration operation setMaxAuctions() which sets
the maximum number of auctions which an instance of the AuctionHouse can handle at any
one time.

The class diagram can be accompanied by an object diagram which shows the services
required by an instance of AuctionHouse as instances of server components.
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Figure 5 Structural View of the Auction House in UML lolipop notation
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Figure 5 shows that an instance of AuctionHouse actually needs to be plugged to two
instances of MailServer, one playing the role of the primary mail server and the other the role
of secondary mail server. This diagram also shows the local names by which an instance of
AuctionHouse refers to the instances of its serving components.

2.2 Functional Specification

The functional view of the component describes the set of operations offered by the
component, providing a description of the effects of each operation in terms of OCL pre- and
post-conditions. In general, one operation specification is created for each operation of the
component type (shown for example in the structural model by the class stereotyped
<<subject>>). Figure 6 shows the operation specification of the bid() operation.

Name bid()

Description

Constraints | the executing bidder is registered at the AuctionHouse

Receives sessionld : String; bid : Money;

Returns boolean

Sends anActivityLogger.logBid(username, bid)

Reads

Changes

Rules

Assumes bidder is logged in
bidder is not the initiator of the current auction

Results if the sent bid is higher than the current highest bid, return true;
otherwise return false;

Figure 6 Specification of the AuctionHouse’s bid() operation

2.3 Behavioural Specification

The behavioural view provides a description of any externally visible states that the auction
house exhibits. Figure 7 shows the behavioural model for our auction house example.
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login()
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Figure 7 Auction House Behavioural Model

As with all MORABIT components, the AuctionHouse has two top level states —
unconfigured and working. A component instances enters the unconfigured state when it is
first created. In this state it has not been configured and has not been connected to any of its
required servers. Only when the configuration operations have been executed (in this case
setMaxAuctions()), the appropriate dependencies have been set and the component instance
has been tested does the system move into the working state. This is the state in which the
system is servicing user requests. The working state has two substates — idle and active. In the
idle state the system is able to respond to register(), login(), and logout() request, but since
there are no active auctions it is unable to respond to requests that relate to active auctions.
Only when an offerltem() operation has been invoked and an auction started is an
AuctionHouse instance in the fully active mode when it can respond to all actions.

2.4 Testable Interface Definition

Everything that has been defined up to this point is known as the functional interface of the
component. This describes the behaviour and properties of the component in its role as a
server. However, not all of the behaviour of the component type is represented in the
functional view of the component type. Some is defined in the behavioural or structural
views. This next step in the specification process is to make sure that all the behaviour and
properties defined in the specification are accessible as operations, not just those operations
explicitly identified and specified in the functional view. This is necessary to make instances
of the component fully testable at run-time. Information in the behavioural and structural
views which is not testable via the basic functional interface has to “functionalized” in the
form of additional operations. This gives rise to the so-called testable interface. The
functional interface and the testable interface together form the extended interface.

The purpose of the testable interface is to make sure all of the semantic properties defined in
the service specification are accessible as operations so that they are amenable to testing at
run-time. In general this can be done with information that comes from four main sources.

logical attributes of the service
logical states of the service
extra-functional requirements
configuration settings

AW =

In the case of (1), operations for setting and getting the value of each logical attribute should
be added. In the case of (2), operations for setting and getting (or for confirming) the logical
states of components should be added, and in the case of (3), operations for getting the value
of each quality-of-service (QoS) property should be added. Such operations should include a
value “undefined” representing the fact that a particular run-time environment is not able to
provide the necessary API operations to realize the method. This will allow the component to
be used even if the QoS measurement method cannot be supported. In the case of (4), an
operation must be provided to check the value of configurable information. For example, an
operation is needed to check the maximum number of auctions.

In addition, an operation should be defined for any other semantic information of any kind in
the service specification that affects the run-time behaviour of the component and is in

principle measurable. As with the operations defined from the explicit extra-functional

18



MORABIT £

Mobile Resource Adaptive Built-In Test

requirements, the type returned by the operation should have an “undefined” value. The
motivation for such operations is that for components that are able to provide such
information at run-time, the information should be accessed in a uniform and testable way.
For those that cannot provide the information, the corresponding operation simply returns the
“undefined” value. The client can then decide how to react to this information.

Furthermore, the testable interface could offer operations which support test isolation. These
operations indicate to the infrastructure whether the component is sensitive to testing (that
means test cases and business functionality cannot be performed at the same time because of
the risks destroying the component state) or whether it supports the execution of test cases in
parallel with the business functionality, e.g. by offering test sessions or a specific clone
operation.

In this example it would make sense to define the following operations in the testable
interface of the auction house:

Logical Attributes
setActiveAuctions()
getActiveAuctions()

Logical State
setldle()
isldle()
setActive()
1sActive()
isInService()

Extra-Functional Requirements
getAllocatedMemory()

Configuration Settings
getMaxAuctions()

Test Isolation
cloneAuctionHouse()

These methods are first class citizens of the component interface, and thus need to be added to
the specification views developed in the previous subsections. Each operation needs an
operation specification, and should appear in the behavioural and structural views of the
component type. The specification of the extended interface is known as the extended
specification of the component. For example, Figure 8 shows the specification of the
setActive() operation.

Name setActive()
Description | sets the component to the Active state
Results the component instance is in the Active State

Figure 8 Operation specification for setActive state.
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The extended structural view is shown in Figure 9.
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Figure 9 Extended Structural View

The extended behavioural view is shown in figure 10.

20



MORABIT £

Mobile Resource Adaptive Built-In Test

/ working \

setActiveAuctions()
getActiveAuctions()
setldle()

isldle()

setActive()

isActive()

isWorking()
getAllocatedMemory()
I getMaxAuctions()

cloneAuctionHouse()

idle

i [configured and
unconfigured tested] register()
login()
logout()

[ activeAuctions =1]
/ authorizePayment() / offeritem()

[ active

A4

1

%

[ activeAuctions + 1 < maxAuctions] offeritem()
[ activeAuctions > 2 ] authorizePayment()
register()

login()

logout()

joinAuction()

@(— leaveAuction()

bid()

2.5 Usage Profile Definition

An important part of the specification of a component is its expected usage profile. This is
composed of two parts. One part is a specification of the relative execution frequencies of the
operations offered by the component, the other is a specification of the expected distribution
frequencies of the values of the parameters of the operations.

The simplest way to represent the usage profile is to extend the behavioural and functional
views identified above. The behavioural view can be enhanced to show execution frequencies
by showing the relative probability of each of the exit transitions from each state. The sum of
the probabilities of all exit transitions from a state must equal 1. This is shown in Figure 10
below.
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Figure 10 Usage Profile — State Machine Form

The assumed parameter value distribution is best described by adding additional information
to the “receives” fields of the operation specifications, as illustrated in Figure 11. In this
figure, the bracketed text after each parameter type defines the assumed distribution. Thus,
sessionld is a String parameter with Strings values distributed uniformly and bid is parameter
of type Money with values distributed according to a Poisson distribution.

Name bid()

Description

Constraints | the executing bidder is registered at the AuctionHouse
Receives sessionld : String (Uniform); bid : Money (Poisson);

Figure 11 Extended Specification of the AuctionHouse’s bid() operation

2.6 Extra-Functional Requirements Definition

A component specification will usually have numerous extra-functional requirements in
addition to its functional requirements. In general, these can simply be stated in the
requirements document alongside the functional requirements discussed in the preceding
subsections. In the context of MORABIT one of the most important extra-functional
requirements is the reliability or equivalent the failure rate. One way to state such a
requirement is to give the maximum allowed failure rate for each method, as illustrated in
Figure 12 below.
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operation failure rate
ParticipantManager
addParticipant() 0.002
getParticipant() 0.001
MailServer

send() 0.10
receive() 0.02
sendTestMail() 0.20
ActivityLogger

logBidder() 0.005
logLogin() 0.005
logRegister() 0.005

Figure 12 Reliability Requirements

Alternatively, it is possible to define the probability of failure on demand (POFOD) [5] for
each method, This values gives the probability that any particular invocation of the method
with fail.

If the POFOD and/or the likely failure rate has been defined and the relative execution
frequencies have been determined, corresponding POFOD and failure rates can be calculated
and specified for the component as a whole. For example, the following requirement states
that no method invocation (of any method) must have a POFOD of more than 0.001

“The POFOD for any method invocation must be less than or equal to 0.001”

2.7 Functional Test Case Design

Once the core views have been developed there is enough information to develop the
functional test cases included in the component’s extended interface. These are used in the
development-time testing of the component. These test cases are developed according to the
usual unit test adequacy criteria like structural specification coverage (e.g. coverage of the
behavioural view) or error-based testing (focusing on possible output defects, e.g. input space
partitioning or boundary analysis) [6]. Risk-based test case design can also be applied [7].
White-box test cases or fault-based test cases (focusing on possible software defects) are
developed when the component has been coded (in Step 3.4).
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3  Architectural Design

In this phase, the architecture of the component is developed and the algorithms used to
realize the component’s provided interface are designed. In the KobrA method, the design of
a component is known as its realization, and is documented using three views: the structural
view which enhances the specification structural model with the additional information
created during design including possibly new required services, the interaction model which
illustrates how the component interacts with its sub-components and service supplier
components to realize each of its operations, and an activity model which shows the (sub-)
activities involved in realizing each operation.

This phase is not significantly affected by concerns for run-time testing. This phase can
therefore be carried out according to the normal responsibility-driven design principles [8]
advocated in the KobrA method and described in standard OOAD books such as Larman [9].

3.1 Structural Design

The realization structural view (illustrated in Figure 13) of the component type provides a
complete picture of the components structure and dependencies. It includes the testing
interface, the required interfaces and all the sub-components and classes that are needed to
realize the component types.

<<component>>
ActivityLogger

logBid()
logLogin()
logRegistration()

<<acquires>>

Figure 13 AuctionHouse Realization Structural Model

<<component>> <<subject>> <<component>>
Bank AuctionHouse AuctionManager
<<acquires>> activeAuctions <<acquires>> L .
addAccount() maxAuctions joinAuction()
getBalance() leaveAuction()
transferMoney() register() bid()
convertCurrency() login()
logout()
joinAuction()
leaveAuction()
<<component>> bid() <<§9mponent>>
MailServer offeritem() . ParticipantManager
<<acquires>> authorizePayment() <<acquires>>
send() <<testable>> addParticipant()
receive() setActiveAuctions() getParticipant()
getActiveAuctions()
setldle()
isldle()
sethctive0 + internal sub-components
isActive()
isWorking() and classes
getAllocatedMemory()
getMaxAuctions()
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3.2 Interaction Design

The interaction view describes how each operation is realized in terms of interactions between
an instance of the component type under development and the other components / objects. It
takes the form of a UML interaction diagram of the form illustrated in Figure 14. This shows
how the AuctionHouse’s register operation is implemented in terms of interactions with
instances of ActivityLogger, ParticpantManager and MailServer component types.

: ActivityLogger
4: logRegister() I 1: success = getParticipant()
3: [success == false] addParticipant()
register() -
— : AuctionHouselL ogicController . ParticipantManager

l 2: [success == false] send()

: MailServer

Figure 14 register() Interaction Diagram

3.3 Activity Design

The activity view provides an alternative perspective on the algorithms used to implement
each operation. Instead of depicting each substep of the algorithm in the form of a message to
another component or object it depicts it as an activity in an activity diagram. Figure 15 below
shows the algorithm for the register operation in the previous example but in the form of a
activity diagram.

:AuctionHouse | : | :ParticipantManager | i i :ActivityLogger

i
[successi== true
i

send()

getParticipant()

¥ [success == false]

addParticipant()

logRegister()

Figure 15 register() Activity Diagram
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3.4 Structural Test Case Design

Once the activity view of the component has been developed there is enough information to
develop the test cases based on structural coverage or fault-based testing criteria (e.g. through
mutation analysis). Again risk-based testing focusing on software defects can be applied. The
identified test cases augment the functional test cases developed in Section 2.7. They are also
used in the development-time testing of the component.
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4 Test and Countermeasure Design

The previous steps have focussed on describing and designing the services offered to clients
of instances of the component type under development, including the services provided to
support run-time testing. In this step, the component’s use of the MORABIT infrastructure to
test the quality of its servers is designed. In other words, the component type’s run-time
testing strategy is defined. An instance of the type applies this strategy at run-time to test
itself and/or its required servers. In short, it determines why the execution of a test is needed
(risks), what kind of test should be performed (contract test and self-test), when it should be
performed (test timing), and how the infrastructure or the component type should react
(countermeasure design).

MORABIT

Mobile Resource Adaptive Built-In Test

4.1 Risk and Cost Analysis

Component types make use of the services of other components in order to deliver their own
services defined within their public provided interface. The interaction between a component
type and its servers takes place via contracts which specify each party’s rights and obligation.
In the MORABIT methods, contracts are defined by component specifications of the kind
outlined in Part 2. The component types’ contract with its client’s is defined by its own
specification, and the contract with its servers is defined by their specifications. We therefore
assume that every server used by a component type has been specified according to the
approach described in Part 2 and includes a testing interface.

The failure of a server to fulfil a contract, as perceived by the component type, can have
various consequences ranging from nothing of particular concern to the complete inability of
the component type to fulfil its own offered services. The goal of the first substep is to
analyse the likelihood and consequences of the failures of the contracts in which the
component type is involved — both as a provider and a user. The identified risks are balanced
against the cost of detecting the risk and reacting to it at run-time. Based on a trade-off
analysis test cases are designed for the failures with the highest risk-cost ratio.

4.1.1 Server Analyses

Initially, a risk and cost analysis is performed for each contract that the component type under
development has with a server. The four key questions that must be answered when analyzing
a contract are as follows:

1. what are the types of contract failures that could occur and what is the likelithood of
each type occurring?

2. for each failure type, what is the consequence of that failure occurring in terms of the
component type’s ability to provide its own services and in terms of possible effects
on the overall system in which an instance of the component might be deployed?

3. what are the estimated costs of detecting this failure in terms of the ability of the
component or the system to deliver its service?

4. what countermeasures are feasible (a) in terms of changes to the realization developed
in Section 3 and (b) in terms of changes to the configuration of the system in which an
instance of the component type might be deployed?
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A. Risk: The mail server does not meet its functional contract, e.g. delivers the mail to the
wrong address

1.
2.
3.

4.

Low likelihood because this is standard functionality

Failure can be serious for high priority mails

Estimated cost of detection is low - could be checked when the component
sends a mail to itself via the mail server

Another mail server could be chosen

B. Risk: The mail server does not meet its reliability contract

1.
2.
3.
4.

Fairly high likelihood because of high load

Failure can be serious for high priority mails

High estimated cost as this requires quantitative testing
Use an alternative e-mail server for high priority mails

C. Risk: The AuctionManager does not meet its reliability requirement

1

2.
3.
4.

Reasonable chance of occurrence due to network problems
Failure is very serious, will stop auctions from being started
High estimated cost as this requires quantitative testing

Try to find a different auction manager

4.1.2 Self Analysis

Once this analysis has been performed for each of the required interfaces of the component
types under development, the analysis is performed for the component types’ provided
interfaces as follows:

1. what are the types of component failures that could occur and what is the likelihood of
each type occurring?

2. for each failure type, what is the consequence of that failure occurring in terms of the
possible effects on the overall system in which an instance of the component might be
deployed?

3. what are the estimated costs of detecting this failure in terms of the ability of the
component or the system to deliver its service?

4. what countermeasures are feasible in terms of changes to the configuration of the
system in which an instance of the component type might be deployed?

Example:

A. Risk: Failure of the AuctionHouse to meet its reliability contract (i.e. deliver its
functionality to the required level of reliability)

1.
2.

(O8]

Reasonable chance of occurrence due to network problems

Failure of the AuctionHouse will reduce the reliability of the whole system as
perceived by users

Cost is high since it requires a quantitative test

Shut down the system
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4.1.3 Ranking

The risks from both server and self analysis are ranked according to their likelihood of
occurrence and their potential impact taking into account the cost of detection and reaction.
Thus, in the example the self-test of the auction manager failure and the contract test of the
mail server functionality would be ranked highly since their likelihood and impact are both
high, but the cost manageable. Also, despite the high cost, the testing of the auction managers’
reliability is ranked highly because of the high impact.

4.2 Contract Test Case Definition

In this step contract test cases (CTCs) are defined for all the high ranked contract risks that the
component type under development is involved in, both as a server and as client (i.e. both for
the provided and required interfaces). The aim of these CTC’s is to uncover at run-time a
failure in a service-provider’s ability to fulfil the contract expected by one of its client.

There are two basic criteria for defining CTC’s depending on whether quantitative or
qualitative information is required from the execution of run-time tests. Qualitative tests
return binary (pass/fail) values depending on whether or not a component instance fulfils a
contract as understood by the component type under development. This form of run-time test
is therefore the most basic and is the most widely applicable. Quantitative tests return a
numeric measurement of the level of reliability to which a component instance implements a
contract as understood by the component type under development. This type of run-time test
is therefore only needed if the contract has an associated reliability measure. Both kinds of
tests can be defined for both kinds of services (provided and required) as explained below.

Both forms of testing rely on an ability to determine whether a particular invocation of a
component’s service succeeds or fails from the perspective of the invoker. There are three
basic ways in which such an invocation can be judged to have failed

1. the operation completes, but returns a value that was not the expected one,

2. the operation does not complete and returns some indications to the caller that it was
unable to do so (e.g. raises an exception),

3. the operation does not complete within a required period of time.

In principle, all three forms can be used in both quantitative as well as qualitative testing.
However, since forms (2) and (3) do not require an expected result to be determined, they are
particularly suited to quantitative testing. The creation of expected results for the first form of
failure has traditionally been one of the biggest stumbling blocks to quantitative testing
because it is difficult if not impossible to do automatically.

4.2.1 Quantitative Contract Test Case Definition

Quantitative contract test cases are used to determine, to a given level of confidence, whether
a component instance delivers its service with a level of reliability that is lower than a given
threshold. They can be designed to determine the reliability of the servers used by an instance
of the component type being developed, or to determine the reliability of instance of the
component type itself. A prerequisite for quantitative tests of a server is an extended
specification which includes usage profile information of the kind outlined in Section 3. We
therefore assume that all provided services have been specified according to the approach.
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To attain a reasonable level of confidence in the reliability bound, quantitative tests usually
require many more test cases than qualitative tests. The minimum number of test cases that
must be executed is a function of the reliability threshold and the confidence level which is
desired, as explained in Section 4.2.1.2.

4.2.1.1 Reliability Bound and Confidence Level Determination

The first step in defining quantitative tests is to decide what the reliability bound and the level
of confidence should be. In some cases this may be “obvious”, but more often it is necessary
to perform some kind of dependency analysis which relates the desired reliability of the
component type under development to the required reliabilities of its servers. This reliability
may be defined in the specification or may be determined by the developers based on
judgments about the application domain and market conditions.

Once the required reliability bound of the component under development (or one of its
operations) has been determined, corresponding reliability bounds for its servers can be
established by analyzing the algorithms used to realize the operations of the component type.
This involves two main substeps —

1. estimate the usage profiles of the component type’s servers
2. estimate the required reliability bound and confidence level

The first of these substeps is in turn achieved by performing the following three substeps —

1. for each of the operations in the component type’s functional interface, assign
probabilities to the edges in the operation’s activity diagram defined in the
Architectural Design phase. This results in a Markov chain for that operation.

2. for each such diagram, calculate the execution probabilities for each of the operations
of the component type’s servers.

3. aggregate the results from (2) to calculate the overall execution probability of each
operation of each server .

Figure 16 shows these steps applied to the register() operation of the AuctionHouse type.

sen